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How to use BitLocker Drive Encryption on Windows 10

This guide explains the process for activating BitLocker encryption on Windows 10 to protect your
data.

What is Full Disk Encryption?

Full disk encryption is the process of making data unreadable by anyone without proper authorization. It is
important to note that encryption is only as strong as the user account password used to authenticate to the
system. As a result, using a long complex password is highly recommended.

Windows 10 includes BitLocker Drive Encryption, which is a built-in feature that makes it easy and convenient to
encrypt your computer’s hard drive and removable media (such as USB storage devices) to protect your
organizations sensitive data.

Why use full disk encryption?

Most companies deal with customer information or other sensitive data on computer systems. Employing full
disk encryption to protect this data from unauthorized access provides assurance that private information stays
private in the event of loss or theft.

In this guide, we'll walk you through the steps to set up BitLocker Drive Encryption on your PC to secure sensitive
information.

Things to Know Before You Begin

e BitLocker Drive Encryption is available only on Windows 10 Pro and Windows 10 Enterprise.

e Please ensure the laptop OS has been updated.

e Your PC's hard drive must contain two partitions: a system partition, which contains the necessary files
to start Windows, and the partition with the operating system. If your computer does not meet the
requirements, BitLocker will create them for you. Additionally, the hard drive partitions must be
formatted with the NTFS file system.

e Depending on the amount of data and the size of the hard drive, the behind the scene encryption
process can be time-consuming.

e Make sure to keep your computer connected to an uninterrupted power supply throughout the entire
process. Abrupt loss of power, such as a power outage and/or depletion of battery power can result in
total loss of data. Please plan accordingly.

Important: While BitLocker is a stable feature on Windows 10, any significant change made to your computer
has its risks.

How to check if your device has a TPM chip

1. Use the keyboard shortcut, Windows key + X to open the Power User menu and select Device Manager.
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2. Expand Security devices. If you have a TPM chip, you should see an item that reads Trusted Platform
Module with the version number.

File Action View Help
s @M EHm B XS

s Disk drives
[ Display adapters
B Firmware
#8 Human Interface Devices
*m |DE ATA/ATAPI controllers
» op» Imaging devices
E3 Keyboards
0 Mice and other pointing devices
3 Monitors
v [ Network adapters
[7%) Bluetooth Device (Personal Area Network)
I? Bluetooth Device (RFCOMM Protocol TDI)
3 Marvell AVASTAR Wireless-AC Network Controller
= Print queues
= Printers
l I Processors
v [ Security devices
B9 Trusted Platform Module 2.0

I3 Sensors
B Cafhuars davicae

Note: Verify that your computer has a TPM chip version 1.2 or later to support hardware-based encryption with
BitLocker.

Alternatively, you can also check your PC manufacturer's support website to find out if your device includes the
security chip, and for instructions to enable the chip in the BIOS (if applicable).

How to ensure you can turn on BitLocker without TPM

If your computer doesn't include a Trusted Platform Module chip, you won't be able to turn on BitLocker on
Windows 10. In this is your case, you can still use encryption, but you'll need to use the Local Group Policy Editor
to enable additional authentication at startup.

Use the keyboard shortcut Windows key + R to open the Run command, type gpedit.msc, and click OK.
Under Computer Configuration, expand Administrative Templates.

Expand Windows Components.

Expand BitLocker Drive Encryption and Operating System Drives.

On the right side, double-click Require additional authentication at startup.

vk wNe
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=/ Local Group Policy Editor - [m} X
File Action View Help

| & 20 7 ol ¢
'=[ Local Computer Policy A || Setting State
v % Computer Conflguratlon AIIow network unlock at startup Not configured
| Software Settings =] Al ; 3 A5 :
Windows Setti 5 T
m A;:q i:‘:srtsra:ivlen'?:m i % Require additional authentication at startup
N
e Contral Pani B |:=| Require additional authentication at startup (Windows Serve... Not configured
= Netwoik Disallow standard users from changing the PIN or password ~ Not configured
= Printers DEnable use of BitLocker authentication requiring preboot ke...  Not configured
: N erves DA”OW enhanced PINs for startup Not configured
| Start Menu and Taskbar DConfigure minimum PIN length for startup Not configured
7| System Configure use of hardware-based encryption for operating s... Not configured
v [ Windows Components Enforce drive encryption type on operating system drives Not configured

| ActiveX Installer Service
Add features to Windows 10

App Package Deployment

App Privacy

App runtime

Application Compatibility

AutoPlay Policies

_| Biometrics

Conﬁgure use of passwords for operating system drives
Choose how BitLocker-protected operating system drives ca... Not configured
BConfigure TPM platform validation profile for BIOS-based fi... Not configured
Configure TPM platform validation profile (Windows Vista, ...  Not cenfigured
DConfigure TPM platform validation profile for native UEFI fir... Not configured
DConfigure pre-boot recovery message and URL

Reset platform validation data after BitLocker recovery
Use enhanced Boot Configuration Data validation profile

Not configured

Ll

L

Not configured
Not configured

Not configured
v BitLocker Drive Encryption

| Fixed Data Drives
I _| Operating System Drives I
. Removable Data Drives
7 Cloud Content
| Credential User Interface vl € =
< > \ Extended A Standard /

18 setting(s)

6. Select Enabled.

7. Make sure to check the "Allow BitLocker without a compatible TPM (requires a password or a startup
key on a USB flash drive)" option.

8. Click OK to complete this process.

& Require additional authentication at startup (=] X

[] Require additional authentication at startup

Previous Setting Next Setting

(O Not Configured Comment:
® Enabled |
O Disabled

Supported on: [ At |east Windows Server 2008 R2 or Windows 7

Options: Help:

Allow BitLocker without a compatible TPM A | | This policy setting allows you to configure whether BitLocker A
(requires a password or a startup key on a requires additional authgntic;tion each time the computer starts
USB flash drive) and whether you are using BitLocker with or without a Trusted

Platform Mocule (TPM). This policy setting is applied when you

Settings for computers with a TPM: turn on BitLocker.

Cenfigure TPM startup: Note: Only ore of the additional authentication options can be
required at startup, otherwise a policy error occurs.

Allow TPM i

2 If you want to use BitLocker on a computer without a TPM,

Configure TPM:startup PIN: selyect the "Allow BitLocker without a c%mpatible TPM" check

Allow startup PIN with TPM - box. In this mode either a password or a USB drive is required for
start-up. When using a startup key, the key information used to

Configure TPM startup key: encrypt the drive is stored on the USB drive, creating a USB key.
When the USB key is inserted the access to the drive is

Allow startup key with TPM v authenticated and the drive is accessible. If the USB key is lost or
unavailable or if you have forgotten the password then you will

Configure TPM startup key and PIN: need to use one of the BitLocker recovery options to access the
drive.

Allow startup key and PIN with TPM ¥

< > On a computer with a compatible TPM, four types of -
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How to turn on BitLocker on the operating system drive

1. Use the keyboard shortcut Windows key + X to open the Power User menu and select Control Panel.
2. Click System and Security.
3. Click BitLocker Drive Encryption.

@ System and Security = a X
« - 4 @ > ContolPanel > System and Security > v o Search Control Panel el
Pw Stuiiy anu wan eane gy
Contiol Panel Home Review your computer's status and resolve issues | &) Change User Account Control settings
Troubleshoot common computer problems
e System and Securi . . -
2t ty ﬁ Windows Firewall
Network and Internet Check firewall status | Allow an app through Windows Firewall
Hardware and Sound
L:a System
Programs = View amount of RAM and processor speed | &) Allow remote access | Launch remote assistance
User Accounts See the name of this computer
;\Ppesfﬂlhtﬁ_ﬂnd \’i Power Options
exsemaReting ¥ Require a password when the computer wakes | Change what the power buttons do
Clock, Language, and Region Change when the computer sleeps
Ease of Access = D
File History
€9 Save backup copies of your files with File History | Restore your files with File History
var‘ Backup and Restore (Windows 7)
&3 Backup and Restore (Windows 7) | Restore files from backup
% BitLocker Drive Encryption
W& Manage BitLocker
3+ Storage Spaces
& Manage Storage Spaces
Work Folders
g Manage Work Folders
¢ Administrative Tools
{“_| Freeup diskspace | Defragment and optimize your drives
&) Creste and format hard disk partitions | @) View eventlogs | &) Schedule tasks
v

4. Under BitLocker Drive Encryption, click Turn on BitLocker.

¢ BitLocker Drive Encryption - (=] X
- 4 % > Control Panel > System and Security > BitLocker Drive Encryption v & e »
Control Panel Home : ;. 2
BitLocker Drive Encryption
Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.
Operating system drive

C: BitLocker off

I

Fixed data drives

Removable data drives - BitLocker To Go

SanDisk (E:) BitLocker off

© TPM Administration
@ Disk Management

Privacy statement

5. Choose how you want to unlock your drive during startup: Insert a USB flash drive or Enter a password.
For the purpose of the guide, select Enter a password to continue.
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%@ BitLocker Drive Encryption (C:}

Choose how to unlock your drive at startup
o Some settings are managed by your system administrator.

To help keep your data more secure, you can have BitLocker prompt you to enter a password or insert a
USB flash drive each time you start your PC.

= Insert a USB flash drive

I —> Enter a password I

Cancel

6. Enter a password that you'll use every time you start Windows 10 to decrypt the drive. Then click Next to
continue. (Make sure to create a strong password mixing uppercase, lowercase, numbers, and symbols.)
X
<« Q&v BitLocker Drive Encryption (C:)

Create a password to unlock this drive

You should create a strong password that uses uppercase and lowercase letters, numbers, symbols, and

spaces.

Enter your password

] ssesssee ‘

Reenter your password

[ ....I'..l |
Cancel

7.

You will be given the choices to save a recovery key to regain access to your files in case you forget your
password. Options include:

e Save to your Microsoft account
e Save to a USB flash drive

e Saveto afile

support@corvidcd.com support.corvidcyberdefense.com 800.349.2549
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e  Print the recovery key

Select the option that is most convenient for you (we recommend a dedicated USB that is stored is a safe), and
save the recovery key in a safe and secure place.

8. Click Next to continue.

3’@ BitLocker Drive Encryption (C:)

How do you want to back up your recovery key?

0 Some settings are managed by your system administrator.

A recovery key can be used to access your files and folders if you're having problems unlocking your PC.
It's a good idea to have more than one and keep each in a safe place other than your PC.

—> Save to your Microsoft account
—> Save to a USB flash drive
—> Save to a file
—> Print the recovery key
What is a recovery key?

Next Cancel

9. Select the encryption option that best suits your scenario:

e Encrypt used disk space only (faster and best for new PCs and drives)

e Encrypt entire drive (slower but best for PCs and drives already in use)

support@corvidcd.com support.corvidcyberdefense.com 800.349.2549 Page 7 of
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& 8 BitLocker Drive Encryption (C:)

Choose how much of your drive to encrypt

If you're setting up BitLocker on a new drive or a new PC, you only need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.

If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive,

Encrypting the entire drive ensures that all data is protected-even data that you deleted but that might still
contain retrievable info.

I (® Encrypt used disk space only (faster and best for new PCs and drives) ]

(O Encrypt entire drive (slower but best for PCs and drives already in use)

Cancel
10. Choose New encryption mode (best for fixed drives on this device)

On Windows 10 version 1511, Microsoft introduced support for XTS-AES encryption algorithm. This new
encryption method provides additional integrity support and protection against new attacks that use

manipulating cipher text to cause predictable modifications in clear text. BitLocker supports 128-bit and 256-bit
XTS AES keys.

11. Click Next to continue.

& % BitLocker Drive Encryption (C:)

Choose which encryption mode to use

Windows 10 (Version 1511} introduces a new disk encryption mode (XTS-AES). This mode provides
additional integrity support, but it is not compatible with older versions of Windows.

If this is a removable drive that you're going to use on older version of Windows, you should choose
Compatible mode.

If this is a fixed drive or if this drive will only be used on devices running at least Windows 10 (Version 1511)
or later, you should choose the new encryption mode

I (® New encryption mode (best for fixed drives on this device) I

(O Compatible mode (best for drives that can be moved from this device)

can(e'

12. Make sure to check the Run BitLocker system check option, and click Continue.
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<« Qﬁe’ BitLocker Drive Encryption (C:}

Are you ready to encrypt this drive?

Encryption might take a while depending on the size of the drive.

You can keep working while the drive is being encrypted, although your PC might run more slowly.

I Run BitLocker system check I

The system check ensures that BitLocker can read the recovery and encryption keys correctly before
encrypting the drive.

BitLocker will restart your computer before encrypting.

Note: This check might take a while, but is recommended to ensure that your selected unlock method
works without requiring the recovery key.

[Continue || Concel

13. Finally, restart your computer to begin the encryption process.

14. On reboot, BitLocker will prompt you to enter your encryption password to unlock the drive. Type the password
and press Enter.

BitLocker

Enter the password to unlock this drive

Press Enter to continue

Press Esc for BitLocker recovery

After rebooting, you'll notice that your computer will quickly boot to the Windows 10 desktop. However, if you
go to Control Panel > System and Security > BitLocker Drive Encryption, you'll see that BitLocker is still
encrypting your drive. Depending on the option you selected and the size of the drive, this process can take a

significant amount of time, but you'll still be able to work on your computer. We strongly recommend leaving
your computer overnight to avoid disrupting the encryption process.
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17




CORVYID

CYBERDEFENSE

&9 BitLocker Drive Encryption - =] X

« v 4 Bg > ControlPanel > System and Security » BitLocker Drive Encryption v O Search Control Pane »
Control Panel H ; : ; ®
SRS BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

Operating system drive

I C: BitLocker Encrypting l

=
-5

@ Tum off BitLocker

Fixed data drives

Removable data drives - BitLocker To Go

SanDisk (E) BitLocker off

See also New Volume (F:) BitLocker off
& TPM Administration
& Disk Management

Privacy statement

Once the encryption process completes, the drive level should read BitLocker on.

&9 BitLocker Drive Encryption = o X
« v o ‘3{‘ > Control Panel > System and Security » BitLocker Drive Encryption v O Search C an »p
Control Panel H . A : 0
TR SRS BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

Operating system drive

C: BitLocker on
Y 9 Suspend protection
e g G Backupy ve
Change p

@ Remove pas
@ Tumn off BitLocker

Jii

Fixed data drives

Removable data drives - BitLocker To Go
SanDisk (E:) BitLocker off
& TPM Administration New Volume (F:) BitLocker off
& Dick Management

Privacy statement

You can verify that BitLocker is turned on by the lock icon on the drive when you open This PC on File Explorer.

Page 10 of
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=3B = | ThisPC = [m} X
e R °
& v 4 @8> ThisPC v & | SearchThisPC P

3 Quick access v Folders (6)

[ Desktop ¢

e

& Downloads 74 Desktop 421 Documents ‘ Downloads

%| Documents ¢

&= Pictures # } Music w| Pictures gast Videos

D Music

B Videos - Devices and drives (3)

- Local Disk (C:} New Volume (F:)
@ OneDrive R O — TGy DVO Drive (D:) I
-3 O
Wy 15,9 GB free of 29.5 GB ~ )

3 This PC
s New Volume (F:)
@ Network

9items &

BitLocker Drive Encryption options

When BitLocker is enabled on your main hard drive, you'll receive a few additional options, including:

e Suspend protection: When you're suspending protection your data won't be protected. Typically, you would
use this option when applying a new operating system, firmware, or hardware upgrade. If you don't resume
the encryption protection, BitLocker will resume automatically during the next reboot.

e Back up your recovery key: If you lose your recovery key, and you're still signed into your account, you can
use this option to create a new backup of the key with the options mentioned on step 6.

e Change password: You can use this option to create a new encryption password, but you'll still need to
supply the current password to make the change.

e Remove password: You can't use BitLocker without a form of authentication. You can remove a password
only when you configure a new method of authentication.

e Turn off BitLocker: In the case, you no longer need encryption on your computer, BitLocker provides a way
to decrypt all your files. However, make sure to understand that after turning off BitLocker your sensitive
data will no longer be protected. In addition, decryption may take a long time to complete its process
depending on the size of the drive, but you can still use your computer.
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How to turn on BitLocker To Go

BitLocker is not an encryption feature that you can enable globally on every drive connected to your computer
at once. It has two parts: you can use BitLocker Drive Encryption to encrypt your sensitive data on the main
hard drive of your PC, and then you can use BitLocker To Go. This last feature will help you to use encryption on
removable drives and secondary hard drives connected to your computer.

To turn on BitLocker To Go on a removable drive do the following:

1. Connect the drive you want to use with BitLocker.
2. Use the Windows key + X keyboard shortcut to open the Power User menu and select Control Panel.
3. Click System and Security.
4. Click BitLocker Drive Encryption.
@ System and Security - m} X
€ v 4 @ > ControlPanel > System and Security » v O p
PO oSy @l man s %
Control Panel Home Review your computer's st nd resolve issues | &) Change User Account Control settings
Troubleshoot common computer problems
Syst d S i 3 A
e e Seuy W Windows Firewall
Network and Intemet Check firewall status | Allow an app through Windows Firewall
Hardware and Sound
System
Programs View amount of RAM and processor speed | &) Allow remote access | Launch remote assistance
User Accounts See the name of this computer
Appearance and \;§ Power Options
Personalization ¥ Require 2 password when the computer wakes  Change what the power buttons do
Clock, Language, and Region Change when the computer sleeps
Ease of Access Eile HiStOly
€ save backup copies of your files with File History | Restore your files with File History
"},’%‘ Backup and Restore (Windows 7)
& Backup and Restore (Windows 7) | Restore files from backup
¢ «’%: BitLocker Drive Encryption
¥\ Manage BitLocker
5% Storage Spaces
5 Manage Storage Spaces
Work Folders
ﬁ Manage Work Folders
% Administrative Tools
“—| Freeupdiskspace @ D nt and optimize your drives
@ Create and format hard partitions | &) View eventlogs | & Schedule tasks
v

5. Under BitLocker To Go, expand the drive you want to encrypt.
6. Click the Turn on BitLocker link.
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e BitLocker Drive Encryption

« 4 8 > Control Panel > System and Security > BitLocker Drive Encryption v e

Control Panel Home i :
BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

Operating system drive

C: BitLocker on
Fixed data drives

Removable data drives - BitLocker To Go

SanDisk (E:) BitLocker off

New Volume (F:) BitLocker off

@ TPM Administration
® Disk Management

Privacy statement

1. Check the Use a password to unlock the drive option, and create a password to unlock the drive. (Make sure to
create a strong password mixing uppercase, lowercase, numbers, and symbols.)

2. Click Next to continue.

%@ BitLocker Drive Encryption (E:)

Choose how you want to unlock this drive

Use a password to unlock the drive

Passwords should contain uppercase and lowercase letters, numbers, spaces, and symbols.

Enter your password | ssssccse |

Reenter your password [ ssccssss ]

[[] Use my smart card to unlock the drive
You'll need to insert your smart card. The smart card PIN will be required when you unlock the drive.

Cancel

3. You will be given the choices to save a recovery key to regain access to your files in case you forget your
password. Options include:

e Save to your Microsoft account
e Savetoafile

support@corvidcd.com support.corvidcyberdefense.com 800.349.2549 Page 13 of
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e Print the recovery

Select the option that is most convenient for you, then click Next.

p

<« Qﬁ@ BitLocker Drive Encryption (F:)

How do you want to back up your recovery key?

If you forget your password or lose your smart card, you can use your recovery key to access your drive.
—> Save to your Microsoft account

—> Save to a file

—> Print the recovery key

What is a recovery key?
Next | Cancel
4. Choose the encryption option that best suits your scenario:

Encrypt used disk space only (faster and best for new PCs and drives)
Encrypt entire drive (slower but best for PCs and drives already in use)

X
<« %@ BitLocker Drive Encryption (C:}

Choose how much of your drive to encrypt

If you're setting up BitLocker on a new drive or a new PC, you only need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.

If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive.

Encrypting the entire drive ensures that all data is protected-even data that you deleted but that might still
contain retrievable info.

I (® Encrypt used disk space only (faster and best for new PCs and drives) I

(O Encrypt entire drive (slower but best for PCs and drives already in use)

cance'
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5. Select Compatible mode, which is best for drives that can be moved from this device. "Compatible mode," will

ensure you can unlock the drive if you move it to another computer running a previous version of the Windows
operating system.

¢ % BitLocker Drive Encryption (E:)

Choose which encryption mode to use

Windows 10 (Version 1511} introduces a new disk encryption mode (XTS-AES). This mode provides
additional integrity support, but it is not compatible with older versions of Windows.

If this is a removable drive that you're going to use on older version of Windows, you should cheose
Compatible mode.

If this is a fixed drive or if this drive will only be used on devices running at least Windows 10 (Version 1511)
or later, you should choose the new encryption mode

(O New encryption mode (best for fixed drives on this device)

I (® Compatible mode (best for drives that can be moved from this device) |

6. Click Start encrypting to finish the process.

& B BitLocker Drive Encryption (E:)

Are you ready to encrypt this drive?

You'll be able to unlock this drive using a password.
Encryption might take a while depending on the size of the drive.

Until encryption is complete, your files won't be protected.

Start encrypting Cancel

When encrypting a storage device try to start with an empty removable media, as it'll speed up the process,
then new data will encrypt automatically.

support@corvidcd.com
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In addition, similar to BitLocker Drive Encryption, you will get the same additional options using BitLocker To Go,
plus a few more, including:

e Add smart card: This option will allow you to configure a smart card to unlock the removable drive.
e Turn on auto-unlock: Instead of having to type a password every time you re-connect the removable drive,
you can enable auto-unlock to access your encrypted data without entering a password.

B¢ BitLocker Drive Encryption - m] X

“— v “%\‘ > Control Panel > System and Security > BitLocker Drive Encryption v O Search Control Pane

Control Panel Home . . .
el BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

Operating system drive

C: BitLocker on

Fixed data drives

Removable data drives - BitLocker To Go

SanDisk (E:) BitLocker on

Back up your recovery key

< Change

Remove pa

Add

art card

Turn on aute-unlock

Turn off BitLocker

New Volume (F:) BitLocker off

Seea
@ TPM Administration
G Disk Management

Privacy statement

Quick access to manage your BitLocker drive

Whether you turn on BitLocker for your system hard drive or removable drive, you can always get quick access
to the BitLocker settings for a particular drive using the following steps:

1. Use the keyboard shortcut Windows key + E to open File Explorer.
2. Click This PC from the left pane.
3. Right-click the encrypted drive and select Manage BitLocker.

support@corvidcd.com support.corvidcyberdefense.com 800.349.2549 Page 16 of
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BIQls DriveTools  This PC e
“ Computer View Manage [2]
€« v 4 @8> ThisPC v ol [se P

# Quick access - Folders (6)

[ Desktop @

Desktop 4= Documents * Downloads

& Downloads 74 E

“%| Documents ¢

&) Pictures : ) Music ) Pictures Videos

D Music

B Videos + Devices and drives (3)

“ Local Disk (C:) New Volume (F:)

@ OneDrive IR eam—

DVD Drive (D:)
L)

33 This PC Open
Open in new window
= Newlolume Pin to Quick access
@ Network Change BitLocker password
l Manage BitLocker

Scan with Windows Defender...

Share with >
Restore previous versions
Pin to Start

Format...
Copy

Create shortcut

Rename

Properties

Sitems  1item selected
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